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This brochure is designed to refresh your knowledge of ITSO covering the following issues:

What ITSO is

What ITSO does

Where to see an ITSO scheme
ITSO Services Limited (ISL)
Interoperability Defined
Certification

Validation

Transport schemes

A card for all seasons

ITSO & Friends

The ITSO Myths

A business case

What ITSO is

ITSO is a non-profit membership organisation run by its members for the benefit of its members
and users of smartcard solutions, supported by the UK Department for Transport. It has created
a common specification at both the card and application level, to enable the use of interoperable smart
cards in transport and other areas.

ITSO is facilitating the “smart” functionality of the English National Concessionary Travel Scheme, the
scheme entitling OAPs and the disabled to free bus travel throughout England, which commenced 1 April
2008.

The primary focus of ITSO was the creation of a specification for interoperable smartcards for transport
applications. Originally published in March 2004, today the ITSO Specification rests at Version 2.1.3,
which was released in April 2008, and is Crown Copyright available to all.

The ITSO specification is unique in a number of ways:

It supports a wide range of smart media, whereas other specifications generally support only one. In
ITSO, the choice ranges from low cost disposable cards to top of the range microprocessor cards.
The specification recognises current popular contactless media, such as Mifare 1K and 4K, JCOP,
DesFire and Calypso. But all are interoperable, giving schemes the ability to choose the media
which is most appropriate to their application: perhaps using low cost for single journeys, higher
specification for concessionary travel cards, which may also be citizen cards.

It covers the whole life journey of transport applications and so specifies card data, card formats,
point of service activities, transaction formats and back office processing, providing a complete end-
to-end specification for interoperable smart media.

It supplies the environment, specification and keys for end-to-end security management. This,
again, is unique, as other schemes provide usually only a card key. ITSO provides card, shell, and
product keys.

It provides the security architecture for both the media and back office transactions necessary for
the secure loss-less transmission of data amongst interoperable schemes. This includes the
architecture for the authority levels of operators’ points of service.

It enables interoperability (see below).

It allows non-transport applications to sit alongside the ITSO shell on the card, or to sit inside the
ITSO application as ‘private’ applications, using data structures that are not independent of ITSO,
but utilising all the ITSO facilities such as security.
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What ITSO does

ITSO Ltd provides the environment to enable schemes to implement the ITSO specification:

ITSO Certification & Testing

Through ITSO’s accredited service provider and Test House, Integri, any media, point of service or
back office must be certified for compliance with the ITSO specification before it can be called ITSO
compliant. However, again unique to ITSO, that same piece of equipment or software is also
verified to be interoperable in the ITSO Warehouse of certificated equipment, also run by Integri,
before it can gain a full compliance certificate. Integri makes available its test tools and ITSO
provides the scripts to suppliers for pre-certification testing in their own workshops. ITSO also
provides and in some cases with some pre-conditions, an audited self certification methodology. A
fuller description of certification appears later in this paper.

ISAM (ITSO Secure Application Module)

This secure processor card, the size of a mobile phone SIM, which must reside in any ITSO based
point of service or back office, provides the cornerstone of the security architecture for both, the key
and transaction processing. Developed by Ecebs, it provides key management, data integrity
checking, point of service permissions, authentication, validation, and 4Mbyte of storage. Some
30,000 ISAMs have been manufactured to date.

ITSO Security Management Service (ISMS)

Provided by the Royal Bank of Scotland as a Managed Service for ITSO, this high security service
generates and distributes the security keys and key files associated with smart media and individual
products. Interoperability is enabled at this level by the sharing of keys by key owner permission.

ITSO Operating License

ITSO provides a framework, a set of “club rules”, for use of the specification and the environment by
means of Operating Licenses and Supplier Registration. But ITSO does more than that. Through
its Suppliers groups, and its positive support for Licensed Members, ITSO actively encourages the
implementation of ITSO based schemes.

' The ITSO Environment ‘
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Where to see an ITSO scheme

So where is ITSO being implemented? Forecasts suggest that 10 Million or more Customer Media will be
issued by the following schemes:

ITSO Schemes - live or in preparation

Bolton Readycard (GMPTE)

Cheshire Southampton

Centro (WMPTA) Stagecoach South West Trains (in
preparation)

ITSO Services Limited (ISL)* Transport Scotland

Merseytravel Wales

Nottinghamshire Yorcard

NoWcard (Cumbria & Lancashire) East Midlands, West Midlands, East

Coast and Cross-Country Rail

Franchises (in preparation)

ITSO is also attracting interest on an international front: Europe, South Africa, Asia and America. We
have also been working with Calypso to enable interoperability between their schemes.

ITSO Services Limited (ISL)

*ITSO Services Limited (ISL)

ITSO Services Limited is a not-for-profit company set up by ITSO Limited and the Department for
Transport. ISL is a separate entity, wholly separate from ITSO Limited. Its purpose is to provide services
to Travel Concession Authorities (TCAs) who are not currently ‘ITSO smart’ in facilitating the
implementation of the English National Concessionary Travel Scheme (ENCTS). ISL is a short term
solution for non-smart TCAs who will be migrating over time.

ITSO Services is set up to:

Be the ITSO member on behalf of the TCAs who sign up with them

Obtain ITSO licensed operator status on behalf of non smart TCAs

Provide a comprehensive range of support and guidance

Source, personalise and distribute ISAMs for each TCA's selected card service bureau

Provide security through the direct management of distributed assets e.g. ISAMs

Manage stored data for each TCA

Develop (with the DfT) and implement a stop and hot listing strategy

Provide a Concessionary Transaction Collection and Depository (HOPS) — ISL will deliver this
service and commit to provide transaction, product account and shell account data for each TCA

Customer Help Desk

ITSO Services Ltd provides a post implementation service offering a second line support for TCA
Helpdesks relating to TCA related services and a first line support to TCAs who have queries about ITSO
and ITSO processes.
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Interoperability Defined

Interoperability is the cornerstone of ITSO but it can mean different things to different people:

- the acceptance of the media (smart cards) on different modes of travel, for example, Bus and Ferry
within one locality;

- the acceptance of media between localities or distinct geographical locations, for example,
Manchester and London;

- products (tickets or e-purse-type products) that can be used interoperably between different operators
in either the same or different locations, for example, Virgin Rail and First Group Bus.

In terms of the above three definitions of Interoperability, ITSO has been designed to enable all of them
but mandates only one.

Media Interoperability. There is one fundamental requirement for interoperability in the ITSO
environment. Any defined ITSO Customer Media (or Smart Card) is capable of being used anytime,
anyplace, anywhere. This covers the first two of the above definitions.

This means that any Customer Media may be used to load product(s) at any participating product loading
point, provided, of course, that there is a commercial agreement in place between a retailer and a
product owner that a customer can purchase a particular product at that location. An example: | can
have my customer media issued to me in Leeds. | can then go to Manchester, say, and buy a
Manchester only Arriva Travelcard. This will enable me to use my media only in Manchester while and
where the product is valid (probably only on Arriva buses). What | can’t do though, is go home and use
the Arriva Travelcard on the bus in Leeds (even on Arriva buses in Leeds — unless, of course, Arriva
Travelcards are accepted nationwide by Arriva).

Product interoperability.  ITSO is not involved in this aspect, although the ITSO Specification enables
Operators, Product Owners and Retailers, to implement the commercial agreements they have come to.

Clearly, some standardisation of trading practices and some common procedures will be desirable, hence
the development by AILO of various Codes of Practice. Eventually, Members may wish to see some of
these mandated. In due course, if that proves to be the case, if its Members agree, ITSO will embody
them in its Operating Licences.

In simple terms:

- Customer media may be used anywhere to have products loaded on them (but only the products
permitted to be sold at that location).

- Products are usable only where they are accepted under a commercial agreement (by Service
Operators).

- ITSO Interoperability does not mean that all ITSO Products are sold or accepted everywhere.

This definition of interoperability is ITSO centric and really comes into its own when applied to the wider
world of smartcards and smart media.

NOTE: This description is a précis of a longer note which can be found on the ITSO web site under refe  rence DF0001.
Interoperability enables:

- choice of cards or media for a scheme depending on what they want it to do
- cards and or media to be compatible between schemes.



Certification

The ITSO certification process is unique: it not only tests equipment against the specification but then
goes further and tests (equipment) against and with other equipment already certified, which are lodged
(logically or physically) in the ITSO Warehouse. This way we can assist Licensed Operators to assure
interoperability. The process is simple: ITSO tests all customer media, equipment and software intended
for use in the ITSO environment, and issues a Certificate, before Licensed Operators are authorised to
use them. The currently valid certificates are listed on the ITSO web-site, and Operators can verify
claims by Suppliers that their equipment is ITSO certified before making any commitments to purchase or
use.

The broad categories against which ITSO tests equipment are those found in the Specification: Customer
Media Devices (CMD), Point of Service Terminals (POSTs), and Host Operator Processing Systems
(HOPS). Normally, equipment and software will be certified for the full functionality of one or other of
these categories. However, in some circumstances full functionality may not be either appropriate or
necessary. Low Memory Cards can only support a limited IPE set; some HOPS may only provide Asset
Management Services (AMS); or Personalisation POSTs may only load ITSO Shells onto a single
specific media. In these circumstances ITSO provides Conditional Certification.

Conditional Certification still means that the specific device or software has passed all tests satisfactorily.
Only those tests have been limited to a specific sub-set of ITSO categories being detailed in an Appendix
to the Certificate.

This also allows, for instance, Licensed Operators to use software elements from a number of Suppliers
or Service Providers to cover each of the different HOPS functions, or for Operators to purchase ETMs
(i.e. POSTSs) that service only the specific Products their scheme intends to introduce. However, it must
be remembered that, excluding Perso-POSTSs, all POSTs must currently support all Media types in order
to guarantee the full interoperability of any customer media, anywhere.

Further details of the types of Conditional Certification, the tests applicable to them, plus details of all
current Certificates issued by ITSO can be found on the ITSO web-site. (www.itso.org.uk)

Pass Validation

(Also known as Pass Validation Service)

An optional service, paid for by pass owners that allows for an independent verification that Customer
Media produced by suppliers, or through in house production, are correctly encoded for use to their
specification.

The validation service is not intended to remove the responsibility of the pass suppliers to supply their
customers with fully functioning passes. Nor is it intended to replace any testing that has been agreed
between pass issuer and pass supplier. If in doubt, potential CMD Validation users should discuss the
service with their supplier.

The current service provides for a report that what is required by the issuer to be encoded onto the
customer media to achieve the intended functionality is indeed encoded correctly into the customer
media. Functionality of the service may be extended over time.



Transport Schemes

The English National Concessionary Travel Scheme (ENCTS), launched on 1 April 2008, offers free
England wide concessionary travel to people who are 60 or over or who are disabled (similar to the
Scotland and Wales schemes).

Using ITSO has a nhumber of advantages:

ITSO is compliant with European Standards, such as EN 1545, which Local Authorities must
include in their procurements;

The ITSO Specification provides for the collection of management data — securely - allowing for
better settlement with operators, better customer data, etc.;

The ITSO environment facilitates interchangeability between system elements, removing traditional
proprietary systems ‘supplier tie-in’;

ITSO is an open specification (Crown Copyright) freely available to all and as such has enabled
new players to enter the market.

Suppliers and schemes from outside transport are realising both the benefits of the ITSO specification
and the relationship of, say, a tourist card with a transport application. From the scheme viewpoint it
seems to be opening up what was a limited market.

Below is a list of current ITSO members:
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A Card for All Seasons

ITSO as a specification is unique in terms of interoperability, with its range of customer media giving
schemes enormous potential, from small memory low cost media to the top end microprocessors. Eight
different types of customer media are included into ITSO Specification. This gives scheme designers a
wider choice of media to suit their application, which may even include a number of types within a
scheme. For example, a Campus may choose to use a Mifare 4K for its students to cater for the core
applications such as transport, cashless environment, library, leisure and access. But for the outside
visitor who comes to a 2 day course that may be a low cost card, which will identify the delegate and,
perhaps, provide a free lunch.

The same type of example could apply in, say, a Local Authority: where residents may get a more
powerful card with multiple services on it; whilst tourists have simpler cards. For the one off event, such
as a concert in the park, residents could have their ticket added to their media, whilst ‘in-comers’ would
be given a low memory media just for the event.

But is it as simple as saying that the higher the value in applications, the more expensive the media
should be? Perhaps, not. For example, take the season ticket. Tradition says this should be a
microprocessor card because of its value. But why not a low cost card in a low cost plastic wallet?
Obviously, the debate has to be wider than cost — security, back office facilities, marketing image, risk,
etc. come into it. But perhaps this illustrates the opportunities the ITSO specification brings.

But is it a card? To be politically correct CEN now refers to Customer Media — so it is anything you can
put a chip and antenna into. We have already seen watches used on the Hong Kong Metro to great
success, but the obvious candidate is the mobile phone. Nokia (amongst others) have a model with built
in chip, which can ‘impersonate’ a number of the Customer Media definitions in ITSO.

ITSO & Friends

ITSO is mandated by the Department for Transport for any smartcard scheme requiring financial
support from them

ITSO is highly recommended by e-Gov for ticketing

Government connects is providing ITSO approved modules to cover transport in their approach to
smartcards

ITSO is the co-ordinator for the EU-IFM Project (Interoperable Fare Management) which aims to
make access to public transport networks more user-friendly by facilitating their accessibility to
different public transport networks across Europe using smartcards

For more details of ITSO please visit the ITSO web  site on www.itso.org.uk or contact us at
info@itso.org.uk




ADDENDUM

Some Myths Exorcised

We have picked up a number of myths about ITSO. Her

/ ITSO is the creation of civil \

servants

as an organisation was
created by a number of PTEs,
Local Authorities and Industry
Suppliers. It is a members’
organisation which has obtained
support from the DfT through a
number of development
contracts. The ITSO specification
was written on behalf of those
members and agreed with them
— many contributed to the actual
work.

ITSO stands for Integrated Transport
(or Ticketing in one case) Smartcard
Organisation

now stands for ITSO. Some 3
years ago it abandoned the definition as
the potential scope is wider than
transport and smartcard has been
replaced with Customer Media
(Eurospeak) as the media may be
embedded into key-fobs, phones, etc.,

@ still work just like a smart card. J

N
There is no journey log on the card ...
What might this mean for revenue
allocation?

This statement is plain wrong. There
are multiple methods of logging journeys
on the media in the ITSO specification
which can be made available to the
conductor and also transactions are
created on each leg of a (multiple leg)
journey so revenue allocation in the
back office may in ITSO be based on
100% actual information rather than

Qeed formulae.

ITSO is about buses and concessionary
passes

It is true that up to now (mostly but
not exclusively) the first application
implemented in a scheme has tended to
be bus based concessionary travel —
simply because this is a major win area,
particularly after ITSO launched the
English National Concessionary Travel
Scheme on 1 April 2008. But the ITSO
specification and environment can be
used for any ‘ticket’ including not-
defined ‘private’ applications. The
already defined ITSO product entities
include one that can have multiple
reservation segments, hardly a “bus
concessionary” product. The fact that a
number of Rail franchises are currently
implementing ITSO Smart Ticketing
speaks for itself.

™

“...aclosed ITSO system....”
There is no such thing.
ITSO is about
interoperability, for example,
those smart cards in the SW
could be used in Cheshire to
load local products (tickets)
on. Any restrictions come
from the product being
acceptable or not — as it is

today with paper tickets. j

ITSO supplies only the components and
security keys
supplies the environment for the security
— not the scheme components. These are
usually obtained, both hardware and software,
from the growing range of Suppliers who are
now active members of ITSO.

e is what has been said and what

should have been said:

ITSO aims to provide a common
smartcard for use by all transport
operators

is a specification for an
application that can be loaded onto a
range of smart media (which others
supply). The specification describes 8
different types of media or contactless
smart card that can be used, from low
cost single use cards, through the
familiar Mifare 1K & 4K to top of the
range Microprocessor cards. It also
includes a platform definition for use
of Oyster cards. This gives schemes a
wide choice of media to suit their
particular application and business
model — not necessarily a transport
card. Scotland is the prime example
of this — a citizen card with transport
as one of the entitlements.

Currently there are three ITSO \
schemes

No there are more — Scotland,
Cheshire, Centro, Merseytravel,
Wales, Nowcard, Yorcard,
Readycard, Southampton City and
Nottinghamshire CC amongst others.
And then there is the collaboration
with CNA to enable Calypso card
schemes to interoperate, Finland and
Hungary looking at adopting ITSO as
their national specification,
collaboration with VdV (Germany) on

European standards, ITSO based
ITTs in South Africa, etc etc. This
waks for itself. /
“...Conductor can scan a paper tickem
less than a second but he has to put a
smartcard into a reader and interrogate
it...”

The ITSO specification requires the
media to be contactless — an inspector
therefore may merely touch the media
against the unit (which can then produce
a “valid” or “not valid” response in well
under a second) and the software can
display all the acceptable tickets for that
location without any ‘interrogation’. The
media or smart cards defined by ITSO,

being contactless, do not need to be
Qut into a reader”. /




A Business Case

Time and time again it has been said that there is no business case for smartcards, and for a long time
this may well have been true. But with so many implementations the playing field has changed. This
addendum looks at some of the justifications behind those schemes. Perhaps the place to start is to ask
a simple question:

What is it about smartcards that make them ideal for being part of local authority service delivery?

The answer comes from the SCASC project in Scotland in the April 2006 edition of their ‘Customer First’
newsletter:

Some of the Benefits for the Citizen include:

Reduced card ownership — only need to carry one card

Users can choose the applications, which are loaded on their card

Single help point for card — saves time in re-issuing multiple cards

Access to services via remote media using smart card

Reward points/incentive schemes

De-stigmatised services — Entitlements/concessions can be “hidden” on the card
Ease of use — e.g. using e-purse for car parking

Provides a means of photo ID — the only form of ID for some

Seen as worthwhile council activity

Citizenship and image reinforces belonging

Some of the Benefits for the Application Provider i nclude:

Shared investment and operational risk

Reduced fraud — by ensuring an audit trail

Shared branding - Individual partners benefit from promotion of card
Electronic transaction reduces cost of collecting/managing cash
Information management costs reduced

Improved management information

Access to wider markets

Some of the Benefits for the Councils include:

Joined-up service provision

Reduced costs of card issuance and maintenance — only one card to produce
De-stigmatised public service provision — increase usage and take-up

Can contribute to change in behavior — healthy eating, attendance and bullying
Improved site security in schools — access control

Better targeting of services — improved management information

All of these contribute to the business case, perhaps not all in direct financial terms. But there are also
other elements, which can be added to the case. The following are all justifications used by schemes in
their own cases:



Reasons used by real schemes to justify their busin ess case
Savings in Passenger time
o] Queuing for the ticket
o] Buying the ticket
o] Boarding bus or gate throughput
All these can have a price put on them using Government Formula
Social Security
ocia o] Passenger safety resulting in reduced medical and personal costs
o] Staff safety (the perpetrator can be more easily identified in some cases)
Social service
o] Supporting & implementing Government Initiatives
Customer preferences
o] Longer gate times for partially sighted, deaf etc
Period Some scheme have been evaluated over 15 years: the kit will last that long,
so why not?
Service Lost cards can be replaced with a current status, which often doesn’t happen now
Deposit for a card, which in effect is never refunded
£ income Some schemes believe they can charge £5 for a card, provided the benefits are attractive enough
By replacing a number of separate cards the individual card fees can be aggregated
Avoidance of copied tickets
) Staff fraud
Anti Pass back
Fraud Use by wrong person
Overruns to extra zones
Not paid for
Benefits and ease of use increase % travelling
Commercial Knowledge of customers travel patterns lead to better service
Better operational statistics lead to economies

ITSO adds a further dimension to the business case — one of interoperability and sharing at a number of

levels:
Possible LA Requirement TSO applicability
A range of cards, which could be used ) ) )
in different environments e.g., Low ITSO offers a range of cards on an interoperable basis, meaning
Card Level memory cards - single events’ Memory that all cards can be recognised at all points of service.
cards - Library cards - Microprocessor Consequently an event ticket may be loaded on a citizen card or a
cards - Citizen cards low cost card.
The ITSO ticket definitions can easily be utilised as membership
Application . details, and the stored value or loyalty facilities could be used as
Library card ; e ; e
Level payment mechanisms for additional services. Interoperability
between libraries on an interoperable basis can be provided and, if
necessary, secure end-to-end data for ‘settlement’
Again, the ticket definitions can be used for entitlement, stored
value transactions and loyalty schemes for such as healthy eating.
School meals Reload points can be located outside schools in libraries, local
shops, etc. to reduce school gate bullying, yet with secure data
(money) reconciliations.
Event ticketing The range of cards would allow for both low and high cost events
and would allow associated transport ticketing.
D The ITSO Secure Access Module (ISAM) will allow a range of
security appropriate to entitlement, ID, or even PKI for voting.
The ITSO card directory structure allows for ‘private’ applications
General

to be defined and to utilise the ITSO card security and data
transfer.

Interoperability

Citizen use of cards without boundaries

The ITSO specification and key management service allow
controlled use of applications nationwide as required. Data may be
securely cleared and settled.

Applications must work on all card types

Certification " : ITSO certification & testing by Integri can be extended to integrate
and service points further data structures, different application kit, etc.
s itv k o The ITSO key management service from the Royal Bank of
ecurity key Smartcards and applications need key Scotland is ambivalent of the application and could be extended to
management management include LA schemes to avoid large development costs of a parallel

system.
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Much of the material for this section has been taken from Schemes actually implementing smartcards —
for the very reason that they have proved a business case. Invariably it is based on sharing — sharing the
card platform, the infrastructure — indeed, the ‘scheme’. And the even better news is that once you start,
future add-ons have an even better case. One final quote from ‘an informed Local Authority Source’,
which is particular to the introduction of free local concessionary travel but also has a wider context:

“Forget smartcards? | would counter that there is an even bigger case for
smartcards in the control, management, etc. of schemes, because the ‘free’
is only district specific. ETMs and smartcards (especially | TSO ones!) will
give zonal control, and far greater management information than pape r
and also reduce fraud!”

That was before the announcement of the English National Concessionary Travel Scheme. So the same
case today is probably made even more strong.
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